
 

 

Fall FISWG/NCMS Virtual Training Event 
October 28, 2020  

 
8:15-8:30 Log into the NCMS link for the event. 
 
8:30-8:45 Opening Remarks- Rob Gerardi, Chairman 

Special Thank you to Mr. Stephen Abounader, Chairman (Retired) 
 
8:45-9:45 Cyber Security Overview (1 CEU) 

Organizations are facing increased threats from attackers looking to make money through business 
disruption and extortion.  Threat actors are effectively coercing victims across the globe to pay 6 to 8 
figure extortion demands by:  
‐Stealing materially sensitive data from organizations and threatening to publish the data if not paid.  
‐Disrupting business operations by encrypting data on business critical systems. 
‐Leveraging media organizations to coerce victims into paying extortion demands.  

 
Mandiant will cover the following topics in this session:  
‐Learn about modern ransomware and extortion trends and attacker behaviors observed on the 
frontlines Hear executive and board‐level considerations of engaging threat actors and negotiating 
extortion demands 
‐Understand how threat intelligence, hunting, and response provides the decision support and detection 
needed to outmaneuver ransomware actors.  Implement effective mitigation strategies to mitigate the 
risk and impact of disruptive attackers 
Mr. Charles Carmakal, Senior VP and Dr. Lawrence Taub, Senior Manager-FireEye Mandiant 

 
9:45-10:00 Break 
 
10:00-11:00     Vetting Risk Operations Center (VROC) Overview(1 CEU) 
  An overview of the latest and greatest with the adjudication process. 

Mr. Robert Manson, Division Chief and Mr. Mark Sioson, Branch Chief-VROC, DCSA 
 
11:00-11:15 Break 
 
11:15-12:15 A Counterintelligence approach to your supply chain management process (1 CEU) 

An overview on how to incorporate a CI approach to your supply chain management process. Tips, best 
practices and discussion. 

  Mr. Doug Thomas, Corporate Industrial Security Director/Corporate ITPSO, Lockheed Martin 
 
12:15-1:15 Lunch 
 
1:15-2:15 Cybersecurity Maturity Model Certification (CMMC) Overview(1 CEU) 

What you need to know about CMMC and how it effects your company. 
Mr. Jason Eddy, President, AIT Engineering 
Mr. Joseph Pennetti, IT, AIT Engineering 
 

2:15-2:30 Break 
 
2:30-3:30 DISS/NISPPAC Industry Team Update (1 CEU) 

An update on the latest and greatest with DISS. 
Mr. Quinton Wilkes, Director, Corporate, L3Harris 
 

3:30  Closing Remarks 
 


